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Blame is supposed to help debug

“Correct blame assignment gets programmers
started with the debugging process”
[Dimoulas et al. POPL'11]

“After all, the purpose of blame assignment is to
assist programmers with debugging’
[Strickland & Felleisen IFL'09]

Blame “narrow[s] down the search for the error”
[Dimoulas et al. OOPSLA'13]



Does blame actually work?
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The intuitive hypothesis

Blame has a systematic relationship

to the location of bugs in programs



Blame does work!




Let’s step back for a minute

Contracts
and

Blame
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Contracts mediate component interaction
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Each component can impose contracts
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Each component can impose contracts
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Contracts can have different strengths
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Contracts can have different strengths

2345 ...
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Contracts can have different strengths

(streamof prime?)
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Contracts can have different strengths
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Violations blame a component

; primes: contract violation
promised: prime?
produced: 4
in: an element of
(streamof prime?)

contract from: primes.rkt
blaming: primes.rkt

(assuming the contract is correct)
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Violations blame a component

(printf ...)
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(printf ...)
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But blame may be far from the bug
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Interpreting blame
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Interpreting blame
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How does blame help?

“Correct blame assignment gets programmers
started with the debugging process”
[Dimoulas et al. POPL'11]

“After all, the purpose of blame assignment is to
assist programmers with debugging’
[Strickland & Felleisen IFL'09]

Blame “narrow[s] down the search for the error”
[Dimoulas et al. OOPSLA'13]
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Using blame to focus our attention
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Contracts around a component
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Trying to shift blame
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Trying to shift blame
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Trying to shift blame
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Trying to shift blame

(printf ...)
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Trying to shift blame
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Trying to shift blame

(printf ...)
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Trying to shift blame
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Blame shifting should lead us to the bug
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The hypothesis, a little more precisely

Blame can be systematically
translated into the location

of the bug via blame shifting

34



Empirically evaluating blame shiftin

height/c) (dict-set poss->cells p empty-cell%)
(and/c index? (cons p free-cells)
grTTTeT width/c) - - extension-points))]
grid-height [(== down) x]
grid-width ( ;; expanding north, we have to move the top of the room
sh #lang flow-trace 8 [(== left) (values (addl (- y width)) y)]
ar| ;; Could be any window between left and right, allow them all
e T T LSRR SP RSP RpRa P [else (values (addl (- y width)) (+ y width))1))
(def 2] (def (values min-x max-x
arl (require (c min-y max-y))
91 require-typed-check [ (d
i Wi racket/class (define/ctc-helper ((coord-within-box/c start-pos height width direction) ce’
n wy = /base/un-types.rkt" (match-define (vector start-x start-y) start-pos)
(def di racket/match (match-define (vector cell-x cell-y) cell-coord)
)) racket/contract (define-values (min-x max-x min-y max-y)
(def (req  (only-in “../../../ctcs/common.rkt" or-#f/c) (d (room-bounds start-x start-y height width direction))
# ) (4 (and (>= cell-x min-x)
(é ' (require (only-in racket/set (d (<= cell-x max-x)
[ rq  set-intersect [ (>= cell-y min-y)
rqn (<= cell-y max-y)))
(m "4 (require (only-in racket/dict T
)) dict-set (define/contract (try-add-rectangle grid pos height width direction)
(def .. )) (configurable-ctc
. i 7 (require (only-in "cell.rkt" [max (->i ([grid grid?]
(é f(de void-cells ; (mo [pos (grid) (and/c array-coord?
[ i (dg yalls S (within-grid/c grid))]
[ f(de doorss : ( [height index?]
(m :Sde vertical-doors Yo [width index?]
ii @ horizontal-doors . ( [direction direction?])
(def horizontal-wall% : ( [result (pos height width direction)
(def (defl  four-corner-walls : (or-#f/c
(def M pittars : (room-with/c
(def vertical-walls P (=/c height)
(st north-west-walls . ( (=/c width)
A (n north-east-wall% . (alistof (and/c array-coord?
n south-west-walls . (coord-within-box/c pos
(def R south-east-walls : height
d I north-tee-wall% . width
1 west-tee-walls . direction))
9  east-tee-walls . ( cell%/c)
#: south-tee-wall% . ( 1l: I don't think these can (reasonably) be
empty-cells . ( refined (note that they still have the default
(defl  cel1a? . room contract, see definition of room-with/c)
(d cell%/c : any/c
cells . any/c))1)1
)) . [types (grid? array-coord? index? index? direction?
(require (only-in "grid.rkt" — Lo
(4 teft (or-#f/c any-room?))])
right
up ;3 height and width include a wall of one cell wide on each side
down (match-define (vector x y) pos)




Empirically evaluating blame shifting
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Configuring the program with contracts
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Configuring the program with contracts
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Configurations form a lattice
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Blame shifting forms a blame trail
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Blame shifting forms a blame trail
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Blame shifting forms a blame trail

rimes

St /|

/’sie’ve'/

primes

VprimesA | primes

i | e
== P

Iprimesl /;’)rimes/ Vprimes/|

sift //si”ft// sift

i ’sieve

VprimesA4 | primes primes
sit. | YV st A | sift
sieve sieve /‘sie've'/
primes
sift
sieve




Blame shifting forms a blame trail
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Blame

shifting forms a blame trail
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Blame shifting forms a blame trail
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What we want to know

I sift contains bug?
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The hypothesis, precisely

Every blame trail ends on
a configuration that blames

the buggy component
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Applying the experiment to Racket

« / programs

[Takikawa et al. POPL'16, Greenman et al. JFP'19]

« contracts at 3 strength levels
(none, types, full)

« 228 viable mutants
eg.(+4 2) —> (-4 2)

- lattice size from 59k to 14 octillion (1047)
« 43k blame trails across all programs
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Applying the experiment to Racket

« 7 programs

[Takikawa et al. POPL'16, Greenman et al. JFP'19]

« contracts at 3 strength levels
(none, types, full)

« 228 viable mutants
eg.(+4 2) —> (-4 2)

- lattice size from 59k to 14 octillion (1047)
« 43k blame trails across all programs
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Applying the experiment to Racket

« / programs

[Takikawa et al. POPL'16, Greenman et al. JFP'19]

« contracts at 3 strength levels
(none, types, full)

« 228 viable mutants
eg.(+4 2) —> (-4 2)

- lattice size from 59k to 14 octillion (1047)
« 43k blame trails across all programs

50



Applying the experiment to Racket

« / programs

[Takikawa et al. POPL'16, Greenman et al. JFP'19]

« contracts at 3 strength levels
(none, types, full)

- 228 viable mutants
eg. (+4 2) — (- 4 2)

- lattice size from 59k to 14 octillion (1047)
« 43k blame trails across all programs
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Applying the experiment to Racket

« / programs

[Takikawa et al. POPL'16, Greenman et al. JFP'19]

« contracts at 3 strength levels
(none, types, full)

« 228 viable mutants
eg.(+4 2) —> (-4 2)

- lattice size from 59k to 14 octillion (10%)
« 43k blame trails across all programs
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Applying the experiment to Racket

« / programs

[Takikawa et al. POPL'16, Greenman et al. JFP'19]

« contracts at 3 strength levels
(none, types, full)

« 228 viable mutants
eg.(+4 2) —> (-4 2)

- lattice size from 59k to 14 octillion (1047)
« 43k blame trails across all programs
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blame shifting
works

Blame works
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Blame works (mostly)

blame doesn't

settle on bug 276

blame shifting
works
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Blame works (mostly)

blame doesn't

settle on bug |276 — need protocol contracts

blame shifting
works
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Blame works (mostly)

blame shifting
works 43466

blame doesn't
settle on bug |276 — need protocol contracts

blame doesn't
ways move 3
closer to bug

Q

57



Blame works (mostly)

blame shifting
works 43466

blame doesn't
settle on bug |276 — need protocol contracts

blame doesn't s = need to tame violations
always move during contract checking
closer to bug
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state Iin contracts
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state in contracts — blame shifts
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Unexpected blame shifting?
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Unexpected blame shifting?




Unexpected blame shifting?




Adding an innocuous contract

(define (f v)

(for ([x (in-set a-set)])
(displayln x))

output

>~ W N
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Adding an innocuous contract

(define/contract (f v)
(-> (A (x) (set-member? ok-vs X))
number?)

(for ([x (in-set a-set)])
(displayln x))

output
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Adding an innocuous contract

(define/contract (f v) output
(-> (A (x) (set-member? ok-vs x)) 2
number?) 4
3
1

(for ([x (in-set a-set)])
(displayln x))




The runtime is working against you

set-member?
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The runtime is working against you

set-member? ------=J-——---__ » eq-hash-code
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The runtime is working against you

set-member? ------=J-——---__ » eq-hash-code

\

yequest
\\4.
runtime
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The runtime is working against you

set-member? ------=J-——---__ » eq-hash-code

\

yequest
\\4.
runtime

l:increment
\ 4

counter
\3477H
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The runtime is working against you

set-member? ------=J-——---__ » eq-hash-code

\

yequest
\\4.
runtime

l:increment
\ 4

(for ([v (in-set a-set)]) counter
o) 34771
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The runtime is working against you

set-member? ------=J-——---__ » eq-hash-code

\

yequest
Y
order by runtime

l:increment
\ 4

(for ([v (in-set a-set)]) counter
o) 34771
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The runtime is working against you

set-member? ------=J-——---__ » eq-hash-code
\(equest
_ 4
Influence order by, runtime
increment
\ 4

(for ([v (in-set a-set)]) counter
o) 34771
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This can affect blame

(define/contract (f v)
(-> (A (x) (set-member? ok-vs Xx))
number?)

(for ([x (in-set a-set)])
(displayln x))
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This can affect blame

(define/contract (f v)
(-> (A (x) (set-member? ok-vs Xx))
number?)

(for ([a-function (in-set a-set)])
(a-function))
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This can affect blame

(define/contract (f v)

(=> (A (x) (set-member? ok-vs x))

number?)

(for ([a-function (in-set a-set)])

(a-function))

KCFA
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We knew state is a problem

The world
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But state is pervasive

The world
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Closing the loop
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